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[bookmark: DPH]Data Protection and Handling Policy
The school uses personal information to educate our students and fulfil our statutory obligations. We take data protection very seriously and all members of staff will do everything in their power to keep personal information secure. 
Anyone with access to personal data must follow the principles set out below. The policy combines requirements from data protection legislation with other relevant guidance. Members of staff who handle personal data should familiarise themselves with these regulations as well as the school’s policy. 
Personal Data
The Data Protection Act defines “Personal Data” as data relating to a living individual who can be identified from those data or from other information held by, or likely to come into the possession of, the data controller. 
The school holds a range of personal data (including personal information about members of the school community, professional records of staff members and academic information) in digital form and as paper records.
Data Protection Principles 
Under the Data Protection Act 2018 and the General Data Protection Regulation, data controllers must adhere to the following six principles. Personal data should be:
1. processed lawfully, fairly and in a transparent manner in relation to individuals;

2. collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes;

3. adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed;

4. accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay;

5. kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the law in order to safeguard the rights and freedoms of individuals;

6. processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.

General Statement
We are fully committed to upholding the above principles and will:
· Inform individuals why personal information is collected.
· Notify individuals when their data is shared and explain why and with whom it was shared.
· Maintain the quality and accuracy of personal data. 
· Not retain information for longer than necessary.
· Destroy any information that is no longer needed appropriately and securely.
· Protect all personal information from loss, theft and unauthorised disclosure.
· Share information with others only when legally appropriate.
· Set out procedures to ensure compliance with Subject Access Requests.
· Make sure all staff are fully aware of our policies. 

Responsibilities
The school’s Data Protection Officer can be contacted by emailing i-west@bathnes.gov.uk
The school links to our DPO via the Office Manager and the Headteacher’s PA.
Registration
We are registered as a data controller on the Data Protection Register held by the Information Commissioner. Our registration number is Z9640844
“Fair Processing Notice or Privacy Notice” – Information for Parents and Carers
In compliance with the fair processing requirements of the General Data Protection Regulation (GDPR) and the Data Protection Act 2018, we keep parents and carers informed about the student data we collect, the purposes for which it is held and any third parties with whom it may be shared.   This fair processing notice (commonly referred to as a privacy notice) is available on the school website and other publications. 
Training
All staff receive guidance in data protection and handling.   They will be made aware of their responsibilities following appointment and as outlined in this policy 
Storage and Access 
Our ICT systems include security measures to prevent unauthorised users from accessing protected files. All users are assigned a role and clearance which will determine their access to protected data. 
Users must set strong passwords, change them regularly, and never share them. Personal data will only be accessed from password protected devices which should be locked when not in use. We will take appropriate steps to keep data storage media physically secure.
Our Data Security Procedures (See Appendices C to E) set out how staff should secure personal data.

Data Subject Rights and Subject Access Requests
Data subjects have a number of rights under the Data Protection Act:
· The Right to be informed in a clear, concise and transparent manner

· The Right of access

· The Right to rectification

· The Right to erasure

· The Right to restrict processing

· The Right to data portability

· The Right to object

· Rights related to automated decision making

Data will be made available to a ‘data subject’ following a written request to the Headteacher.  It is generally understood that students over the age of 12 can make their own requests, dependent on their capacity and understanding of their information rights. The student will be consulted if parents make requests on their behalf, taking into account the previous sentence in regards to age and capacity. Data subjects may request:
· To know if the school holds personal information about them
· A description of any data held
· The purpose for which the data is processed
· The sources of the data
· To whom the data may be disclosed
· A copy of all their personal data. 

Appendix A of this policy – sets out our procedures for processing Subject Access Requests.
Data Transfers and Remote Access
It may sometimes be necessary to transfer personal data to the local authority or other agencies, or for members of staff to access personal information outside of school. In these cases:
· Users must have permission to access or transfer the data out of school and use appropriately secured media/devices
· Devices containing personal data may only be accessed by authorised users
· Where possible, personal data should be accessed via secure remote access to the school’s management information system
· Users should securely store and protect any personal devices used to access data.

The local authority and Data Protection Officer should be consulted if it is necessary to transfer data to another country. 
Retention & Disposal
We keep personal data for no longer than is necessary – these timeframes and disposal requirements are detailed in our Data Retention & Disposal Policy.


Data Protection by Design

It is a statutory requirement that any activity involving a high risk to the data protection rights of the individual when processing personal data be assessed by the Data Protection Impact Assessment. Prior to the assumption of any such activity i-west must be consulted and an initial screening be conducted assessing risk. 
Any activity involving the processing of personal data must be registered on the Register of Processing Activity and reviewed at the very least annually.

Data Breaches and Security Incidents

Wherever it is believed that a security incident has occurred or a ‘near miss’ has occurred, the school and the Data Protection Officer (i-west) must be informed immediately and the Security Incident Management (SIM) process must be carried out. The SIM is designed to manage, investigate, report and provide ‘Learning from Experience’ (LFE) to avoid future incidents occurring. 

In any case an incident must be reported no later than 24 hours from identification, except where a malicious incident has occurred. The learning culture within the school seeks the avoidance of a blame culture and is key to allowing individuals the confidence to report genuine mistakes.

Further details on security incidents and data breaches can be found in the Data Breach Policy

[bookmark: SAR]Appendix A – Subject Access Request (Procedures)

The school shall complete the following steps when processing a request for personal data (Subject Access Request or SAR) with advice from its Data Protection Officer (i-west).

1. Ascertain whether the requester has a right to access the information and capacity.

2. Obtain proof of identity (once this step has been completed the clock can start)

3. Engage with the requester if the request is too broad or needs clarifying

4. Make a judgement on whether the request is complex and therefore can be extended by a further 2 months

5. Acknowledge the requester providing them with
a. the response time – 1 month (as standard), an additional 2 months if complex; and 
b. details of any costs – Free for standard requests, or you can charge if the request is manifestly unfounded or excessive, or further copies of the same information is required, the fee must be in line with the administrative cost

6. Use its Record of Processing Activities and/or data map to identify data sources and where they are held

7. Collect the data (the school may use its IT support to pull together data sources)
 
8. If (6) identifies third parties who process it, then engage with them to release the data to the school

9. Review the identified data for exemptions and redactions in line with the ICO’s Code of Practice on Subject Access and in consultation with the school’s Data Protection Officer (i-west).

10. Create the final bundle and check to ensure all redactions have been applied

11. Submit the final bundle to the requester in a secure manner and in the format they have requested.



[bookmark: DSec][bookmark: Sec]Appendix B – Data Security Procedures
All consumers must protect personal data:
1) By Locking screens when away from their desks (using  +L)
2) By disposing of information and equipment in an appropriate manner:
a. Equipment – via the school’s accredited provider
b. Paper – using either a cross cut shredder or the school’s accredited provider which may be facilitated by Confidential Waste receptacles.
3) Ensuring special categories of personal data¹ is given extra security, and at a minimum is locked away when not in use (¹ See Special Categories of Personal Data Policy)
4) Using encryption when processing personal data offsite e.g. working at home (either on an encrypted device or an encrypted USB stick owned by the school). For encrypted sticks users must
a. ensure the information is uploaded back to the school’s network as soon as possible;
b. only process the data on the stick and not process or save the data outside of the stick (e.g. locally to the device).
5) When processing data on an unmanaged (personal device) users must ensure: 
a. The device is protected by PIN, Password or fingerprint, and ideally encrypted
b. That the school’s systems (e.g. Webmail) are not left logged in 
c. That attachments are not opened (and downloaded), unless in an emergency where measures are to be taken to delete the information after use
6) Data taken offsite must be protected at all times, as well as the above, users must:
a. Keep information and equipment on their person at all times (e.g. when stopping off on the way home)
b. Be held in an appropriate receptacle (e.g. bag) to reduce the risk of opportunistic theft
c. Not store or leave the information and equipment in a vehicle when not in use
d. Consider whether data minimisation could be used. For example:
i. Not making the information personally identifiable, by using pseudonymisation (e.g. Unique reference or initials)
ii. Using a code system or colour code system to identify key indicators (e.g. allergies)
iii. Not having the school logo on any hardcopy documents
iv. Using encryption to protect the data (e.g. encrypted device rather than hard copies)
7) Ensuring care is taken with emails, by applying the following:
a. Was I expecting this email? And does it look and feel right?
b. Can I check (by other trusted means) that the email is legitimate?
c. Not clicking any links or opening any attachment with validating them
d. Disabling pop-up notifications for new incoming emails (See Appendix E)
e. Using blind copy (BCC) when emailing more than one external user
f. Double checking the email address when sending emails
g. Encrypting personal data to external addresses (See Appendix C)
h. A one minute email delay rule is in place on all emails sent, this provides a safety net where all emails sent are held in Outbox for one minute before delivery allowing the user to edit/delete (See Appendix D)
8) Ensuring any information disclosed verbally is
a. Validated – the person calling/present is known to have the need to know
b. Documented – a summary of what was disclosed and filed
9) Ensuring any information sent via post has the address double checked – where possible copy and paste from a system  and is marked Private & Confidential
10) It is essential that you use SIMS as your data source for contact details as this is our primary management information system where up to date contact details will be maintained.
[bookmark: secemail]
Appendix C – Securing an email in transit
The three main risks associated with email are:
1) Emails are intercepted in transit 
2) Emails are sent to the wrong recipient
3) Email addresses are disclosed to those without the need to know
This process covers risk (1) and enables the secure exchange of information over email (in the absence of a secure email portal).
1) Document the information in an MS Office document
2) Ensure that this is not the source/primary document – if it is then create a copy 
Do not encrypt the source document – if you do, and forget the password you are unlikely to be able to gain access to the information again!
3) Have the document open, and then click
a. File
b. Protect Document
c. Encrypt with Password
d. Create a strong password (minimum of 8 characters) – you could use a password generator https://passwordsgenerator.net/ or pre-agree one with the recipient
e. Apply this password to the document
f. Save
4) Attach the secured document to an email and send it to the recipient
5) Communicate the password by other trusted means e.g. Phone call, or message. Before telling them the password ensure you:
a. Are communicating with the correct person; and 
b. Confirm that they have received the email 
It should be noted that encrypted attachments are sometimes blocked by email gateways as they cannot inspect the contents

[bookmark: emaildelay]Appendix D – Setting up an email delay (in Outlook 2013)
This can either be setup by a user or, with the aid of the school’s IT Team, can be setup corporately.
1. Click the File tab.
2. Click Manage Rules and Alerts.
3. Click New Rule.
4. In the Step 1: Select a template box, under Start from a Blank Rule, click Apply rule on messages I send, and then click Next.
5. In the Step 1: Select condition(s) list, click Next.
If you do not select any check boxes, a confirmation dialog box appears. If you click Yes, the rule that you are creating is applied to all messages that you send.
6. In the Step 1: Select action(s) list, select the defer delivery by a number of minutes check box.




7. In the Step 2: Edit the rule description (click an underlined value) box, click the underlined phrase a number of and enter the number of minutes for which you want the messages to be held before sending.
Delivery can be delayed up to 120 minutes. I would suggest 1 or 2 minutes.
8. Click OK, and then click Next.
9. Select the check boxes for any exceptions that you want.
10. Click Next.
11. In the Step 1: Specify a name for this rule box, type a name for the rule.
12. Select the Turn on this rule check box.
13. Click Finish.
After you click Send, each message remains in the Outbox folder for the time that you specified.
[bookmark: emailnot]Appendix E – Disabling email notification alerts 
Notification alerts are handy to know when you have a new email – however, in a classroom environment they can sometime disclose sensitive information depending on what the email subject says, or sender is. To safeguard against this why not disable the notifications?
1. In Outlook click File
2. Click Options
3. Click Mail
4. Under Message Arrival make sure Display a Desktop Alert is unticked

[bookmark: Ref]Appendix F – Receiving a Reference Request
Any request for a reference should be handled by following the agreed school procedure.  References for students and employees (including any who have left) should be provided by Senior Leaders, Heads of Department, Heads of Year or support staff managers.  If any staff receive a request and their role is not covered above, they should seek permission from the appropriate leader before completing the request.  Under the GDPR and Data Protection Act 2018, confirmation must be sought to show that the employee/student wishes the reference to be provided.  Reference requests should therefore be responded to by asking the requesting party to confirm in writing that they have the individual’s consent, before providing the reference.
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[bookmark: DBP]Data Breach Policy
Introduction

The school issues this policy to meet the requirements incumbent upon them under the Data Protection Act 2018 for the handling of personal data in its role as a data controller, such personal data is a valuable asset and needs to be suitably protected.

Appropriate measures are implemented to protect personal data from incidents (either deliberately or accidently) to avoid a data protection breach that could compromise security. 

A data breach is defined as the compromise of information’s confidentiality, integrity, or availability which may result in harm to individual(s), reputational damage, detrimental effect on service provision, legislative non-compliance, and/or financial costs.

Scope

This policy applies to all employees of the school including contract, agency and temporary staff, volunteers and employees of partner organisations working for the school. 

Data Breaches

For the purposes of this policy data breaches will include both suspected and confirmed incidents.

An incident can include, but is not limited to:

· Loss or theft of confidential or sensitive data or equipment on which such data is stored (e.g. loss of laptop, USB stick, iPad/tablet device, paper record, or access badge) 
· Equipment failure 
· Unauthorised use of, access to or modification of data or information systems 
· Attempts (failed or successful) to gain unauthorised access to information or IT system(s) 
· Unauthorised disclosure of sensitive / confidential data (e.g. login details, emails to the wrong recipient, not using BCC, post to the wrong address)
· Website defacement 
· Hacking attack 
· Unforeseen circumstances such as a fire or flood 
· Human error 
· Breaches of policy such as
· Server Room door left open
· Filing cabinets left unlocked
· Temporary loss / misplacement of confidential or sensitive data or equipment on which such data is stored (e.g. loss of laptop, USB stick, iPad/tablet device, paper record, or access badge) 

Near misses can include, but are not limited to, scenarios such as emails sent to the wrong recipient where a non-delivery report bounces back.

Reporting

The quick response to a suspected or actual data breach is key. All consumers in scope of this policy have a responsibility to report a suspected or actual data breach. If this is discovered or occurs out of hours then this should be reported as soon as practically possible. This should be done through the completion of the reporting form at the end of this policy, which is sent to either of the internal school links who will liaise with its Data Protection Officer (i-west).

Security Incident Management (SIM)

The school’s lead officer shall complete the following phases of SIM (which are detailed at the end of this policy) with advice from its Data Protection Officer:

a) Preparation – the school will understand its environment and be able to access the necessary resources in times of incidents. It will also ensure its staff are aware of how to identify and report breaches

b) Identification – the school will determine whether there has been a breach, or a near miss, it will also assess the scope of the breach, and the sensitivity on a risk basis.

c) Containment & Eradication – the school will take immediate appropriate steps to minimise the effect of the breach. It will establish whether there is anything that can be done to recover any losses and limit the damage the breach could cause, and will establish who may need to be notified as part of the initial containment and will inform the police and other enforcement bodies where appropriate. 

d) Recovery – the school will determine the suitable course of action to be taken to ensure a resolution to the incident. This may include re-establishing systems to normal operations, possibly via reinstall or restore from backup.

e) Wrap Up / Learning from Experience (LfE) – an assessment will be made on the likely distress on any affected data subjects. This will then form the decision on whether to report this to the regulator (ICO) which must be reported within 72 hours, and to the affected data subjects which must be done without undue delay. The school’s Communications / Press Team may also be notified to handle any queries and release statements. 

A review of existing controls will be undertaken to determine their adequacy, and whether any corrective action should be taken to minimise the risk of similar incidents occurring.  The review will consider: 

· Whether policy controls are sufficient
· Whether training and awareness can be amended and/or improved
· Where and how personal data is held and where and how it is stored 
· Where the biggest risks are apparent and any additional mitigations
· Whether methods of transmission are secure
· Whether any data sharing is necessary 

If necessary a report recommending any changes to systems, policies and procedures will be considered by the senior management board. This will include the decision on whether to report to the regulator and affected data subjects.

Phases (b) to (e) will form part of the investigation process. This process should commence immediately and wherever possible within 24 hours of the breach being discovered or reported.

Monitoring and compliance

Compliance with this policy shall be monitored through a review process. This will be agreed with the Data Protection Officer, and compliance will be reported to the senior management board.

Should it be found that this policy has not been complied with, or if an intentional breach of the policy has taken place, the school, in consultation with senior management, shall have full authority to take the immediate steps considered necessary, including disciplinary action.


[bookmark: reporting]Data Incident Reporting Form
	1. About the incident

	Date and time of incident
	

	Where did the incident occur?
	

	Date (and time where possible) of notification to the school
	If there was any delay in reporting the incident, please explain why this was


	Who notified us of the incident?
	

	Describe the incident in as much detail as possible, including dates, what happened, when, how and why? 
	Include names of staff and data subject(s).  Identifying information will be anonymised for any reporting purposes.


	2. Recovery of the data

	What have you done to contain the incident?
	eg limiting the initial damage, notifying the police of theft, providing support to affected data subjects


	Please provide details of how you have recovered or attempted to recover the data, and when
	Consider collecting the lost data, rather than relying on an unintended recipient to dispose of it


	3. About the affected people (the data subjects)

	How many individuals’ data has been disclosed?
	

	Are the affected individuals aware of the incident, and if so, what was their reaction?
	

	When and how were they made aware / informed?
	

	Have any of the affected individuals made a complaint about the incident?
	

	Are there any potential consequences and / or adverse effects on the individuals?  What steps have been taken / planned to mitigate the effect?
	

	Your name and contact details:
	


[bookmark: recordofwork]Security Incident Management (SIM): Record of work
This document provides the documented evidence and audit trail of a reported information security incident. It is designed to operate alongside the school’s Data Protection Policy, and Data Breach Policy.
This form is to be completed by the Incident Handler(s) in the school.
The incident may require additional input and support from the school’s Data Protection Officer, ICT, and potentially other specialist bodies (e.g. National Cyber Security Centre – NCSC)
	Incident No:
	

	Severity (H, M, L):
	

	Basis for initial severity rating:
	

	Incident Handler(s):
	

	Date reported to school:
	

	By whom:
	

	Date reported to Incident handler:
	

	By whom:
	

	Date incident occurred:
	

	Senior Management notified (date):
	



	Summary of breach:
	





	Incident Response Phase
	Evidence/Actions Taken

	1. Preparation

Gather and learn the necessary tools, become familiar with your environment
	· In House IT Team 
· DPO provided by i-West
· GDPR Training rolled out to staff

	2. Identification

Detect the incident – Is it an incident (breach of policy), a near miss, or a data breach? Determine its scope, and involve the appropriate parties
	



	3. Containment

Contain the incident to minimize its effect on other IT resources
	

	

4. Eradication

Eliminate the affected elements
e.g. remove the malware and scan for anything remaining
	

	5. Recovery

Restore the system to normal operations, possibly via reinstall or backup.
	

	6. Wrap Up

Document the lessons learned and actions to reduce the risk of the incident/breach/near miss re-occurring

Document the decision to report to both the affected data subjects and the ICO.
	




	
	If the breach is likely to result in a high risk of adversely affecting individuals’ rights and freedoms, you must also inform those individuals without undue delay
Decision to report to Data subjects  - Yes / No

Based on:

Officer:

Signed:                                               Date:


	
	Establish the likelihood and severity of the resulting risk to people’s rights and freedoms - A personal data breach may, if not addressed in an appropriate and timely manner, result in physical, material or non-material damage to natural persons such as loss of control over their personal data or limitation of their rights, discrimination, identity theft or fraud, financial loss, unauthorised reversal of pseudonymisation, damage to reputation, loss of confidentiality of personal data protected by professional secrecy or any other significant economic or social disadvantage to the natural person concerned

Decision to report to ICO  - Yes / No 

Based on:

Officer:

Signed:                                               Date:
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[bookmark: special][bookmark: scopd]Special Categories of Personal Data Policy
Introduction

The school issues this policy to meet the requirements incumbent upon them under the Data Protection Act 2018 for the handling of special categories of personal data in its role as a data controller. 

Scope

This policy applies to all employees of the school including contract, agency and temporary staff, volunteers and employees of partner organisations working for the school.

Special Categories of Personal Data (formerly known as Sensitive Personal Data) requires additional legal basis to process, along with additional protections.

The categories of data within scope of this policy are personal data revealing:

a) racial or ethnic origin
b) political opinions
c) religious or philosophical beliefs
d) trade union membership
e) genetic data 
f) biometric data for the purpose of uniquely identifying a natural person
g) data concerning health; or
h) data concerning a natural person’s sex life or sexual orientation

The school will set out the types of special categories of personal data it processes on data subjects in its Privacy Notices which are available on the school website, from the school office or by contacting the Data Protection Officer (i-west@bathnes.gov.uk).  It will also include the processing on its Register of Processing Activity (Information Inventory) which is updated annually. 

Legal Basis

In addition to the legal basis to process personal data, special categories of personal data will also requires an additional legal basis for processing. These are:

a) the data subject has given explicit consent to the processing of those personal data for one or more specified purposes.

	It should also be noted that if the school offers an online service directly to a child, children aged 13 or over will provide their own consent. For children under this age explicit consent will be sought from whoever holds parental responsibility for the child, unless the online service offered is a preventive or counselling service.

b) processing is necessary for the purposes of carrying out the obligations and exercising specific rights under employment and social security and social protection law;

c) processing is necessary to protect the vital interests of the data subject or of another natural person where the data subject is physically or legally incapable of giving consent;

d) processing is carried out in the course of its legitimate activities with appropriate safeguards by a foundation, association or any other not-for-profit body with a political, philosophical, religious or trade union aim and on condition that the processing relates solely to the members or to former members of the body or to persons who have regular contact with it in connection with its purposes and that the personal data are not disclosed outside that body without the consent of the data subjects;

e) processing relates to personal data which are manifestly made public by the data subject;

f) processing is necessary for the establishment, exercise or defence of legal claims or whenever courts are acting in their judicial capacity;

g) processing is necessary for reasons of substantial public interest but must be clearly demonstrated and assessed as part of the public interest test and evidenced throughout the decision making process.

· Statutory and government purposes 
· Administration of Justice and parliamentary purposes 
· Equality of opportunity or treatment 
· Preventing or detecting unlawful acts
· Protecting the public against dishonesty
· Journalism in connection with unlawful act and dishonesty 
· Preventing fraud 
· Processing for the purposes of preventing fraud. 
· Suspicion of terrorist financing and money laundering 
· Counselling 
· Insurance
· Occupational pensions 
· Political parties
· Elected representatives responding to requests
· Disclosure to elected representative
· Informing elected representatives about prisoners
· Publication of legal judgements
· Anti-doping in sport
· Standard of behaviour in sport

h) processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services on the basis of Union or Member State law or pursuant to contract with a health professional and subject to the conditions and safeguards referred to in paragraph 3;

i) processing is necessary for reasons of public interest in the area of public health, such as protecting against serious cross-border threats to health or ensuring high standards of quality and safety of health care and of medicinal products or medical devices, on the basis of Union or Member State law which provides for suitable and specific measures to safeguard the rights and freedoms of the data subject, in particular professional secrecy;

j) processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) based on Union or Member State law which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject.

Data Protection Impact Assessments (DPIA)

It is a statutory requirement that any activity involving a high risk to the data protection rights of the individual when processing personal data be assessed by the Data Protection Impact Assessment. Prior to the assumption of any such activity the school will consult with its Data Protection Officer assess risks based on an initial screening process. The DPIA will:

· describe the nature, scope, context and purposes of the processing;
· assess necessity, proportionality and compliance measures;
· identify and assess risks to individuals; and
· identify any additional measures to mitigate those risks.

Upon completion of a DPIA the regulator (ICO) maintains the right to cease the proposed processing should it remain high risk.

Additional protections

The Ilfracombe Academy will ensure additional protections are applied to Special Categories of Personal Data. These are:

a) Data will be kept on an individual’s person when taken offsite
b) Data will be logged in/out when any of section (e) has not been applied
c) Data will be locked away when not in use
d) Data accuracy will be regularly checked
e) The following principles will be strongly considered:
i. Data Minimisation
ii. Encryption
iii. Pseudonymisation

Monitoring and compliance

Compliance with this policy shall be monitored through a review process. This will be agreed with the Data Protection Officer, and compliance will be reported to the senior management board.

Should it be found that this policy has not been complied with, or if an intentional breach of the policy has taken place, the school, in consultation with senior management, shall have full authority to take the immediate steps considered necessary, including disciplinary action.
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[bookmark: Internet]Internet Safety Policy
1.	Introduction and Overview
The purpose of this policy is to:
· Outline the guiding principles for all members of the school community regarding the use of ICT. 
· Safeguard and protect the students and staff and help them to work safely and responsibly with the internet and other communication technologies.
· Set clear expectations of behaviour relating to responsible use of the internet for educational, personal or recreational use.
· Establish clear reporting mechanisms to deal with online abuse such as bullying that are cross referenced with other school policies.
· Ensure that all members of the school community know that unlawful or unsafe behaviour is unacceptable and that, where appropriate, disciplinary or legal action will be taken.

Scope of the policy

This policy applies to all members of school community - staff, students, volunteers, parents and carers, visitors, community users - who have access to and are users of school’s ICT systems.
Section 10 of the model code of conduct for staff provides additional guidance on E safety and Internet Use. All staff are required to familiarise themselves with this.

Communication of the policy
The policy will be communicated to the school community in the following ways:

· Displayed on the school website, and available in the staffroom.
· Included as part of the induction pack for new staff.
· Acceptable use agreements discussed with and signed by students at the start of each year as part of the data acceptance procedure within the school tutor programme. ( See Appendix A).
· Acceptable use agreements are issued to whole school community usually on entry to the school. (See Appendix B)

Responding to complaints
· The school will take all reasonable precautions to ensure internet safety. However, it is not possible to guarantee that unsuitable material will never appear on a school computer or mobile device. Neither the school nor the Local Authority can accept liability for material accessed, or any consequences of internet access.
· Staff and students are informed of the possible sanctions related to misuse of technology and these are outlined in the Behaviour Policy and Staff Conduct policy
· The Deputy Headteacher responsible for student and family support, and safeguarding is the designated internet safety coordinator for the school and is the first point of contact for any complaint. Any complaint about staff misuse will be referred to the Headteacher.
· Complaints that relate to online bullying will be dealt with in line with our Anti-Bullying Policy. Complaints related to child protection are dealt with in line with the school child protection procedure.


Review and Monitoring

Internet safety is integral to other school policies including the rest of this Data Protection Handbook, Child Protection Policy, Anti-Bullying Policy and Behaviour Policy.
The school’s internet safety coordinator is responsible for writing, reviewing and updating the policy.  The policy will be reviewed annually or more frequently in response to changing technology and internet safety issues in the school.
This policy has been developed in consultation with the school’s internet safety committee and approved by the Senior Leadership Team and Board of Governors. Staff will be informed of any updates or amendments to it.
2. 	Education and Curriculum
Student internet safety curriculum
The school has a clear internet safety education programme delivered primarily as part of the tutorial and assembly programme and as part of the PCRE curriculum but referenced in all areas of school life. It covers a range of skills and behaviours appropriate to students’ ages and experience, including:
· Digital literacy.
· Acceptable online behaviour.
· Understanding of online risks.
· Privacy and security.
· Reporting concerns.

The school will:
· Plan internet use carefully to ensure that it is age-appropriate and supports the learning objectives for specific curriculum areas.
· Remind students through assemblies and the tutor programme about their responsibilities using the Acceptable Use Agreement signed by every student.
· Ensure that staff model safe and responsible behaviour in their own use of technology during lessons.
· Ensure that staff and students understand issues around plagiarism and copyright/intellectual property rights, and understand how to critically assess the validity of the websites they use.
· Include E Safety for students as part of safeguarding and code of conduct training for staff
Staff and governor training 
The school will ensure that:
· Staff understand the requirements of the Data Protection Act in terms of sending and receiving sensitive personal information (see data protection and handling policy section of this handbook). 
· As part of a wider programme of safeguarding training, regular training is available to staff on internet safety issues and the school’s internet safety education programme. 
· Information and guidance on the Safeguarding policy and the school’s Acceptable Use Agreements for is provided to all new staff and governors. 

Parent engagement 
The school recognises the important role parents and carers have in ensuring children and young people are safe, responsible and can flourish online.  To support parents to understand online risks and the work of the school in this area we will provide:
· Acceptable Use Agreements to all new parents.
· Regular, up to date information in newsletters and on the website and social media, particularly in response to emerging trends.
· Face to face sessions in school.
· Opportunities to share in their children’s internet safety learning (eg assemblies, performances).
· Support and advice on online safety for their children outside of school.
· Signposting to further resources and websites.

3. 	Conduct and Incident management
Conduct
All users are responsible for using the school ICT systems in line with the Acceptable Use Agreement they have signed.  They should understand the consequences of misuse or access to inappropriate materials.
All members of the school community should know that this policy also covers their online activity outside of school if it relates to their membership of the school. 
Parents and carers will be asked to give consent for their children to use the internet and other technologies in school, by signing an Acceptable Use Agreement.  They will also be given clear information about the sanctions that might result from misuse.  For staff, the sanctions could involve the Code of Conduct and staff Disciplinary Policy.
Incident Management
All members of the school community understand they have a responsibility to report issues and are confident that anything raised will be handled quickly and sensitively.  Parents and carers will be informed of any internet safety incidents relating to their own children. Support contacts and numbers are displayed in all school planners.
4. 	Managing the ICT infrastructure
The school is responsible for ensuring that the school infrastructure is as safe and secure as is reasonably possible and that related policies and procedures are implemented.  It will also ensure that the relevant people will be effective in carrying out their internet safety responsibilities with regards to the ICT infrastructure.
· The technical systems will be managed in ways that ensure that the school meets recommended technical requirements. 
· There will be regular reviews and audits of the safety and security of the school’s technical systems.
· All users will have clearly defined access rights to the technical systems and school owned devices.
· All users will be provided with a username and secure password. Users will be responsible for the security of their username and password. 
· The administrator passwords for the school ICT system, used by the Network Manager (or other person) is also available to the Headteacher and kept in a secure place. 
· Internet access is filtered for all users. Illegal content (child sexual abuse images) is filtered by the broadband or filtering provider by actively employing the Internet Watch Foundation CAIC list.  Content lists are regularly updated and internet use is logged and regularly monitored. There is a clear process in place to deal with requests for filtering changes. 
· The school allows different filtering levels for different ages / stages and different groups of users – staff / students.
· The school regularly monitors and records the activity of users on the school technical systems and users are made aware of this in the Acceptable Use Agreement.
· There is a reporting system in place for users to report any technical incident or security breach. 
· Security measures are in place protect the servers, firewalls, routers, wireless systems,  work stations, mobile devices etc from accidental or malicious attempts which might threaten the security of the school systems and data. These are tested regularly. The school infrastructure and individual workstations are protected by up to date virus software.
Social Media

The school has a Social Media Policy that covers the management of school accounts and sets out guidelines for staff personal use of social media.

5.	 Data 
The school has a Data Protection and Handling Policy (the first section of this handbook) that is regularly reviewed and updated.  This includes information on the transfer of sensitive data; and the storage and access of data.
6. 	Equipment and Digital Content

Personal mobile phones and mobile devices

Personal mobile phones and mobile devices brought in to school are the responsibility of the device owner. The school accepts no responsibility for the loss, theft or damage of personal mobile phones or mobile devices.
Student Use 
Students are allowed to bring mobile phones and music playing devices onto the school premises. However, these should only be used in designated areas that are supervised by staff and should not interfere with learning and teaching.  If seen in lessons, the device will immediately be confiscated by the class teacher and taken to the student services, where it can be collected at the end of the day.  The only exception to this rule applies when students may be directed by the class teacher to use their phone for a learning purpose.  If a student refuses to hand over his/her phone, procedures for serious incidents will then be implemented.  The school also has a mobile phone policy 
The rationale behind allowing Mobile phones into school is directly linked to safeguarding. In the past serious incidents relating to exploitation have been avoided due to the confidence that the students have in us. They showed us social media conversations that would not have come to light if phones were banned.  The students are fully aware that staff have the right under the Education Act 2011 to look at the information and data stored on mobile phones. We see it as our duty to teach the students how to use phones in line with our values. From student surveys we are also aware that the vast majority of parents do not monitor their children’s usage; it is our duty to keep them safe
Designated Safeguard Leads and Heads of Years can search students’ electronic devices if they have good reason to think that the device has been or could be used to cause harm, disrupt teaching or break school rules. Any search will be carried out in line with the school’s Search Policy – Electronic Devices and the mobile phone policy. 
Staff Use
Staff should not use their own devices, such as mobile phones or cameras, to take photos or videos of students and will only use work-provided equipment for this purpose unless permission has been sought from and granted by the Headteacher. Any images taken using these personal devices should be transferred to the school network at the earliest opportunity and deleted immediately. See Section 10 of staff code of conduct
Staff may use a personal mobile phone for contacting students, parents or the school in case of emergency  or approved during off-site activities.  In an emergency where staff do not have access to a school device, they should use their own device and hide their own number (by dialling 141 first). 


Digital images and video 
We will seek permission from parents and carers for the use of digital photographs or video involving their child as part of the student and parent consent form when their child joins the school.
Students are taught to think carefully about placing any personal photos on social media sites. The importance of privacy settings as a tool to safeguard their personal information is included in internet safety education.  They are also taught that they should not post images or videos of others without their permission. 
Students understand the risks associated with sharing images that reveal the identity of others and their location, such as house number, street name or school.

Appendices
Acceptable Use Agreement for students
Acceptable Use Agreement for parents and carers
Search Policy- Electronic Devices 


[bookmark: aupstud][bookmark: Useragstu]Appendix A – Acceptable Use Agreement for secondary school students

Technology is an important part of school life and beyond. Using ICT in a responsible way, to ensure that there is no risk to your safety or to the safety and security of the ICT systems or to other users is important. This acceptable use agreement explains your responsibilities and sets out the principles we expect you to adhere to when using ICT. 

SAFETY AND SECURITY
· I understand that the school will monitor my use of the school’s ICT systems, devices and digital communications.
· I will keep my username and password safe and secure and will not try to use another person’s password. I understand that I should not write down or store a password where someone may steal it.
· I will not share personal information about myself or others online (this includes names, addresses, email addresses, telephone numbers, age, gender, school details, financial details ).
· If I arrange to meet people off-line that I have communicated with online, I will do so in a public place and always take an adult with me.
· I will immediately report any unpleasant or inappropriate material or messages or anything that makes me feel uncomfortable if I see it online.
· I understand that by bringing in any personal device (e.g. mobile phone, tablet, laptop) into school that it can be taken and searched by staff if they believe that students including me are unsafe or suspect I have used it inappropriately.

USE OF THE SCHOOL SYSTEMS
· I will not use the school’s ICT systems for personal or recreational use unless I have permission.
· I will not try (unless I have permission) to make large downloads or uploads that might take up internet capacity and prevent other users from being able to carry out their work.
· I will not use the school’s systems or devices for gaming, gambling, shopping, file sharing, or video broadcasting (eg YouTube), unless I have permission from a member of staff to do so.
· I will respect others’ work and property and will not access, copy, remove or otherwise alter any other user’s files, without the owner’s knowledge and permission.
· I will not upload, download or access any materials that are illegal or inappropriate or may cause harm or distress to others, and understand that this includes any programmes or software that might allow me to bypass the filtering/security systems in place to prevent access to such materials.
· I will not install or attempt to install software of any type on any school device or try to alter computer settings.
· I will immediately report any damage or faults involving equipment or software, however this may have happened.

MY BEHAVIOUR ONLINE
· I will be polite and responsible when I communicate with others; I will not use strong, aggressive or inappropriate language and I appreciate that others may have different opinions.
· I will not take or distribute images of anyone without their permission.
· I will only use my own personal devices (mobile phones / USB devices etc) in school when and where  I have permission. If I do use my own devices in school, I will follow the rules set out in this agreement, in the same way as if I was using school equipment .
· I understand that the school has the right to take action against me if I am involved in incidents of inappropriate behaviour covered in this agreement, when I am out of school and when they involve online bullying or the sharing of inappropriate images.
· I will not open any hyperlinks in emails or any attachments to emails, unless I know and trust the person/organisation who sent the email.
· I will ensure that I have permission to use the original work of others in my own work and where work is protected by copyright, I will not download copies (including music and videos).
· I will make sure that I think critically about any information I find online and understand that not all information online is reliable.

I understand that if I fail to comply with this Acceptable Use Agreement, I may be subject to disciplinary action.  This may include sanctions such as loss of access to the school ICT systems, detention, exclusion, contact with my parents and, in the event of illegal activities, involvement of the police.

I have read and understand the above and agree to follow these guidelines at all times.



Name of Student   _______________________________________________________	


Tutor Group           _______________________________________________________


Signed	         _______________________________________________________			


Date                        _______________________________________________________



[bookmark: Useragpars][bookmark: aupparent]Appendix B - Acceptable Use Agreement for parents and carers 
Digital technology is a crucial part of young people’s lives in and out of school and a valuable tool for learning. We are committed to helping our students stay safe online and use technology responsibly.  
Our Acceptable Use Agreement for students ensures that:

•	our students are responsible users and stay safe while using the internet and other communications technologies for educational, personal and recreational use
•	our school systems and users are protected from accidental or deliberate misuse that could put the security of the systems and users at risk
 
As a school, we will ensure that our students have good access to digital technologies to enhance their learning and, in turn, we expect students to be responsible users. A copy of the Student Acceptable Use Agreement is attached to this permission form, to inform you of the school expectations of the young people in our care. 
Please sign the permission form below to show your support of the school in this important aspect of our work. 


Parent / Carer’s Name				


Student’s Name 
As the parent / carer of the above student, I give permission for my son / daughter to have access to the internet and ICT systems at school. 

I understand that the school will take every reasonable precaution, including monitoring and filtering systems, to ensure that young people are safe when they use the internet and ICT systems. I also understand that the school cannot ultimately be held responsible for the nature and content of materials accessed on the internet and when using mobile technologies. 

I understand that my child’s activity on the ICT systems will be monitored and that the school will contact me if they have concerns about any possible breaches of the Acceptable Use Agreement. 

I will encourage my child to adopt safe use of the internet and digital technologies at home and will inform the school if I have concerns over my child’s internet safety. 





Signed							Date




[bookmark: Useragstf]Appendix C - Acceptable Use Agreement for Workforce
This agreement is designed to ensure that all staff are aware of their professional responsibilities when using any form of ICT.  All staff are expected to read the policy, sign this agreement and adhere to it at all times. Any concerns or clarification should be discussed with the school Internet safety officer, IT Lead or IT Technician. 

SAFETY AND SECURITY
· I understand that all my use of the Internet and other related technologies can be monitored and logged and can be made available, on request, to my Line Manager or Headteacher.  This also applies after I have left the school’s employment.  I will respect copyright and intellectual property rights.
· I will only use the school’s eMail / Internet / Intranet and any related technologies for professional purposes or for uses deemed ‘reasonable’ by the Head or Local Governing Body.
· I will comply with the ICT system security and not disclose any passwords provided to me by the school or other related authorities
· I will ensure that all electronic communications with students and staff are compatible with my professional role.
· I will not give out my own personal details, such as mobile phone number and personal eMail address, to students. 
· I will only use the approved, secure eMail system(s) for any school business.  The school own the work account and reserve the right to check the contents if necessary.  This also applies to the school network.
· I will ensure that personal data (such as data held on SIMs software) is kept secure and is used appropriately, whether in school, taken off the school premises or accessed remotely.
· I will ensure, in circumstances where the data security policy requires it, that encryption/password protection of portable storage devices and /or sensitive documents has taken place. Personal data can only be taken out of school or accessed remotely when authorised by the Head or Governing Body.  
· I will not browse, download, upload or distribute any material that could be considered offensive, illegal or discriminatory and understand that this includes any programmes or software that might allow me to bypass the filtering/security systems in place to prevent access to such materials.
· Images of students and/ or staff will only be taken, stored and used for professional purposes in line with school policy and with written consent of all relevant parties. 
· I will support the school approach to online safety and not deliberately upload or add any images, video, sounds or text that could upset any member of the school community.
· I will ensure that my online activity, both in school and outside school, will not bring my professional role into disrepute.
· I will support and promote the school’s Data Protection Handbook and Social Media Policy and help pupils to be safe and responsible in their use of ICT and related technologies. 
· I understand that staff devices may be searched if there are concerns over safeguarding or other criminal activity.
· I will immediately report any damage or faults involving equipment or software, however this may have happened.
· I will only use my own personal devices (mobile phones / USB devices etc) in school when and where  I have permission. If I do use my own devices in school, I will follow the rules set out in this agreement, in the same way as if I was using school equipment .

Continued overleaf
· I understand that the school has the right to take action against me if I am involved in incidents of inappropriate behaviour covered in this agreement, when I am out of school and when they involve online bullying or the sharing of inappropriate images.
· I will not open any hyperlinks in emails or any attachments to emails, unless I know and trust the person/organisation who sent the email.

User Signature
I have read the Data Protection Handbook and this Acceptable Use Agreement, and agree to support the safe and secure use of ICT throughout the school. I understand that if I fail to comply with this Acceptable Use Agreement, I may be subject to disciplinary action.  This may include sanctions in line with the staff Disciplinary Procedure and, in the event of illegal activities, involvement of the police.


Signature …….………………….……………….. Date ……………………
Full Name ………………………………….........................................(printed)
Job title ……………………………………………………………………
Your IT accounts will be activated following completion of this User Agreement



[bookmark: Guest]Appendix D - Acceptable Use Agreement for Guest Wireless Access
This Policy is a guide to the acceptable use of the Ilfracombe Academy Guest Wireless network facilities and services. 

Any individual connected to the Guest Wireless Network, in order to use it directly or to connect to any other network(s), must comply with this policy, the Acceptable Use policies of any other network(s) or host(s) used, and all applicable laws, rules, and regulations. 

The Ilfracombe Academy makes no representations or warranties concerning the availability or security of the guest wireless network, and all use is provided on an as-is basis. By connecting to the Guest Wireless Network, you are agreeing that your device is free from viruses/malicious software and have an up-to-date and appropriate anti-virus solution installed.
 
The Ilfracombe Academy takes no responsibility and assumes no liability for any content uploaded, shared, transmitted, or downloaded by you or any third party, or for anything you may encounter or any data that may be lost or compromised while connected to the Guest Wireless Network. 

The Ilfracombe Academy reserves the right to disconnect any user at any time and for any reason. The Guest Wireless Network is provided as a courtesy to allow our guests access to the internet. Users will not be given access to The Ilfracombe Academy internal network or permission to install any software on our computers. 

Inappropriate use of the Guest Wireless Network is not permitted. This policy does not enumerate all possible inappropriate uses but rather presents some guidelines (listed below) that The Ilfracombe Academy may at any time use to make a determination that a particular use is inappropriate: 
· Users must respect the privacy and intellectual property rights of others.
· Users must respect the integrity of our network and any other public or private computing and network systems.
· Use of the Guest Wireless Network for malicious, fraudulent, or misrepresentative purposes is prohibited.
· The Guest Wireless Network may not be used in a manner that precludes or hampers other users access to the Guest Wireless Network or other any other networks.
· Nothing may be installed or used that modifies, disrupts, or interferes in any way with service for any user, host, or network.
If you are experiencing any difficulty whilst using the Guest Wireless Network then contact the ICT support team on either icthelp@ilfracombeacademy.org.uk , 01271 863427 ext 332 or located in the technicians office in room E34.


[bookmark: Studwire]Appendix E - Acceptable Use Agreement for Student Wireless Access
This Policy is a guide to the acceptable use of the Ilfracombe Academy Student Wireless network facilities and services. 

Any individual connected to the Student Wireless Network must ensure that they follow our Acceptable Use policies and all applicable laws, rules, and regulations. 

The Ilfracombe Academy makes no guarantees concerning the availability or security of the Student Wireless Network, and all use is provided on an as-is basis. By connecting to the Student Wireless Network, you are agreeing that your device is free from viruses/malicious software and have an up-to-date and appropriate anti-virus solution installed.

The Ilfracombe Academy takes no responsibility and assumes no liability for anything you upload, share, send, or download by you or anyone else who uses your device. The Ilfracombe Academy also takes no responsibility for any data that may be lost or compromised while connected to the Student Wireless Network. 

The Ilfracombe Academy reserves the right to disconnect any user at any time and for any reason. The Student Wireless Network is provided as a courtesy to allow our Students access to the internet. Users will not be given access to The Ilfracombe Academy internal network or permission to install any software on our computers. 

Inappropriate use of the Student Wireless Network is not permitted. This policy does not list all possible inappropriate uses but rather gives some guidelines (listed below) that The Ilfracombe Academy may decide that a particular use is inappropriate: 
· Users must respect the privacy and intellectual property rights of others.
· Users must respect the integrity of our network and any other public or private computing and network systems.
· Use of the Student Wireless Network for malicious, fraudulent, or misrepresentative purposes is prohibited.
· The Student Wireless Network may not be used in a manner that precludes or hampers other users access to the Student Wireless Network or other any other networks.
· Nothing may be installed or used that modifies, disrupts, or interferes in any way with service for any user, host, or network.

If you are experiencing any difficulty whilst using the Student Wireless Network then contact the ICT support team on either icthelp@ilfracombeacademy.org.uk , 01271 863427 ext 332 or located in the technicians office in room E34.






[bookmark: search]Search Policy – Electronic Devices 

Electronic devices
Authorised staff can search for electronic devices if they have good reason to think that the device has been or could be used to cause harm, disrupt teaching or break school rules. If members of staff find an electronic device they may examine any data or files on the device if they believe there is a good reason to do so. They should try to respect student privacy where possible and examination should be limited to what is necessary. Staff are only allowed to search devices that belong to students.
Deletion 
Staff have the power to delete data and files they find during a search if they think there is a good reason to do so. The decision to delete material should be made very carefully and in consultation with the member of the Senior Leadership Team who has received relevant training or is the internet safety lead. 
In the majority of cases it will be most helpful to preserve data as evidence of a crime or violation of school rules, with the exception of files that contain a virus or could otherwise harm school systems or devices. If any data is deleted, the school should keep a record of the reasons for doing so. 
Great care should be taken not to delete anything that might be needed as evidence in a criminal investigation. If child sexual abuse images, material in violation of the Obscene Publications Act or criminally racist material is discovered, the police should be consulted as soon as possible. 
Reporting and Review
The designated Internet safety officer is responsible for keeping records of searches and, if necessary, deletions.
The Headteacher and governors will review this policy annually and in response to any changes in guidance. The school will also publish its Behaviour Policy to parents annually.
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1.	Introduction

The school issues this policy to meet the requirements incumbent upon them under the GDPR and the Data Protection Act 2018 for the handling of personal data in its role as a data controller. 

2.	Scope

This policy applies to all employees of the school including contract, agency and temporary staff, volunteers and employees of partner organisations working for the school.

3. 	Retention

In line with the GDPR and the Data Protection Act 2018, the organisation will keep some forms of information for longer than others. Information will not be kept indefinitely, unless there are specific requirements. 

Appendix 3, gives a detailed breakdown of timescales for the retention of various types of information. This schedule has been taken from the Information and Records Management Society’s Toolkit for Schools (February 2016). 

4. 	Disposal 

When data is no longer required it should be appropriately destroyed. The disposal log will be maintained summarising the information which has been disposed of and is stored on S drive.

The organisation will either use an accredited confidential waste disposal provider, or it will shred the information to using a cross-cut shredder. Information on what should be deemed as confidential waste is detailed in Appendix 1.

5.	Monitoring and compliance

Compliance with this policy shall be monitored through a review process. This will be agreed with the Data Protection Officer, and compliance will be reported to the senior management board.

Should it be found that this policy has not been complied with, or if an intentional breach of the policy has taken place, the organisation, in consultation with senior management, shall have full authority to take the immediate steps considered necessary, including disciplinary action.



[bookmark: Confwas][bookmark: cw]Appendix 1 - What is Confidential Waste?	   
(1) Any record* which details personal information
What is personal information?
· Relates to and identifies a living person 
· Could help someone identify a person when used with other information 
· Is an expression of opinion about an individual
· Indicates our intentions towards an individual

Such as: Name, Address, Date of Birth, Email, Phone numbers, Location data, IP addresses
(2) Any record* which details special categories of personal data
What is special categories of personal data?
· Racial and/or Ethnic Origin
· Political Opinions
· Religious Beliefs (or other beliefs of a similar nature)
· Trade Union membership
· Biometric Information e.g. Photos
· Mental or Physical Health condition
· Sexual life and Orientation
· Criminal Records (actual or suspected)
Such as: Safeguarding, Accident/First Aid, Equalities information, Legal records

(3) Any record* which details business/commercially sensitive information
What is business/commercially sensitive information?
· Information which the school would be affected by any loss of, or unauthorised access to.

Such as: Contracts, opinions on service delivery, tender information.
	If you have any doubt then please treat the information as Confidential


* A Record can be in many formats – e.g. Paper, Post-it notes, Disks, CDs, Tapes, Posters etc. 

[bookmark: Leavers]Appendix 2 – What happens when a student or member of staff leaves?	   
Students
[bookmark: _GoBack]
		Year 6 data received into school in July/September
		
Note: 	New student IT accounts will be activated once User Agreement is signed
					
Year groups 7-12 move up into next year each September			

Year 13/14 data moved to disabled status for 2 years in September

Individual student leavers during the year are suspended but move on up with year group 

Disposal log needs updating to say which year of student leavers have been deleted
			
Staff (once leaving date is reached)

Removed from alias groups	

Step 1 

IT change password on email and network account and set up Out of Office message in Outlook for 3-12 months.  Moved into Leavers area 

Every 12 months IT move relevant leavers into Step 2 (see below) 

Step 2 

Account suspended which knocks out network, printing and e-mail 

Every 12 months (September) IT delete accounts for staff who left over 2 years ago 


Disposal log needs updating to say which year of staff leavers have been deleted


Note: 	Staff on long term leave eg maternity should set up an Out of Office notification
During step 1 phase, to access ex employee’s area, SLT need to authorise

Note: 	New workforce (staff, student teachers etc) IT accounts will be activated once the User Agreement is signed
[bookmark: iSOreten]Appendix 3 – Retention Information over page (electronic copy only). Also available in full policy version held on S drive and school website
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Management of the School

This section contains retention periods connected to the general management of the school. This covers the work of the Governing Body,
the Headteacher and the senior management team, the admissions process and operational administration.

1.1 Governing Body

Basic file description Data Prot Issues Statutory Provisions Retention Period [Operational] Action at the end of the
administrative life of the record

1.1.1 Agendas for Governing Body There may be data One copy should be retained with SECURE DISPOSAL!
meetings protection issues if the master set of minutes. All other
the meeting is dealing copies can be disposed of
with confidential
issues relating to staff

1.1.2 Minutes of Governing Body meetings ~ There may be data
protection issues if
the meeting is dealing
with confidential
issues relating to staff

Principal Set (signed) PERMANENT If the school is unable to store these
then they should be offered to the
County Archives Service

Inspection Copies? Date of meeting + 3 years If these minutes contain any
sensitive, personal information they
must be shredded.

1.1.3  Reports presented to the Governing There may be data Reports should be kept for a SECURE DISPOSAL or
Body protection issues if minimum of 6 years. However, if the  retain with the signed set of the
the report deals with minutes refer directly to individual minutes
confidential issues reports then the reports should be
relating to staff kept permanently

1.14  Meeting papers relating to the annual ~ No Education Act 2002, Date of the meeting + a minimum SECURE DISPOSAL
parents'meeting held under section Section 33 of 6 years
33 of the Education Act 2002

1 In this context SECURE DISPOSAL should be taken to mean disposal using confidential waste bins, or if the school has the 2 These are the copies which the clerk to the Governor may wish to retain so that requestors can view all the appropriate
facility, shredding using a cross cut shredder. information without the clerk needing to print off and collate redacted copies of the minutes each time a request is made.
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1.1 Governing Body

Basic file description

Instruments of Government including
Articles of Association

Data Prot Issues

No

Statutory Pr:

Retention Period [Operational]

PERMANENT

Action at the end of the
administrative life of the record

These should be retained in the
school whilst the school is open
and then offered to County Archives
Service when the school closes.

Trusts and Endowments managed by
the Governing Body

Action plans created and administered

by the Governing Body

Policy documents created and
administered by the Governing Body

Records relating to complaints dealt

with by the Governing Body

PERMANENT

Life of the action plan + 3 years

Life of the policy + 3 years

Date of the resolution of the

complaint + a minimum of 6 years
then review for further retention in
case of contentious disputes

These should be retained in the
school whilst the school is open
and then offered to County Archives
Service when the school closes.

SECURE DISPOSAL

SECURE DISPOSAL

SECURE DISPOSAL

Annual Reports created under the
requirements of the Education
(Governor's Annual Reports) (England)
(Amendment) Regulations 2002

Education (Governor’'s
Annual Reports)
(England) (Amendment)
Regulations 2002 SI 2002
No 1171

Date of report + 10 years

SECURE DISPOSAL

Proposals concerning the change
of status of a maintained school
including Specialist Status Schools
and Academies

Date proposal accepted or declined
+ 3 years

Please note that all information about the retention of records concerning the recruitment of Head Teachers can be found in the Human Resources section below.
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1.2 Head Teacher and Senior Management Team

1.2.1

Professional Development Plans

Basic file description

Log books of activity in the school
maintained by the Head Teacher

Minutes of Senior Management Team

meetings and the meetings of other
internal administrative bodies

Reports created by the Head Teacher
or the Management Team

Records created by head teachers,
deputy head teachers, heads of year
and other members of staff with
administrative responsibilities

Correspondence created by head

teachers, deputy head teachers, heads
of year and other members of staff
with administrative responsibilities

School Development Plans

Data Prot Issues

There may be data protection issues
if the log book refers to individual
pupils or members of staff

There may be data protection issues

if the minutes refers to individual
pupils or members of staff

There may be data protection issues
if the report refers to individual
pupils or members of staff

There may be data protection issues
if the records refer to individual
pupils or members of staff

There may be data protection issues

if the correspondence refers to
individual pupils or members of staff

Retention Period [Operational]

Date of last entry in the book + a
minimum of 6 years then review

review

Date of the report + a minimum of 3
years then review

Current academic year + 6 years then
review

Date of correspondence + 3 years then

review

Life of the plan + 6 years

Life of the plan + 3 years

Date of the meeting + 3 years then

Action at the end of the
administrative life of the
record

These could be of permanent

historical value and should be

offered to the County Archives
Service if appropriate

SECURE DISPOSAL

SECURE DISPOSAL

SECURE DISPOSAL

SECURE DISPOSAL

SECURE DISPOSAL
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issions Process

Basic file description

All records relating

to the creation and
implementation of the
School Admissions’ Policy

admission is successful

Admissions — if the appeal is

unsuccessful

Register of Admissions

Admissions — Secondary

Schools - Casual

Proofs of address supplied
by parents as part of the
admissions process

Data Prot
Issues

No

Yes

Admissions — if the

Yes

Statutory Provisions

School Admissions Code

Statutory guidance for admission
authorities, governing bodies, local
authorities, schools adjudicators and

admission appeals panels December 2014

School Admissions Code

Statutory guidance for admission
authorities, governing bodies, local
authorities, schools adjudicators and

admission appeals panels December 2014

School Admissions Code

Statutory guidance for admission
authorities, governing bodies, local
authorities, schools adjudicators and
admission appeals panels December 2014

School attendance: Departmental advice

for maintained schools, academies,
independent schools and local authorities
October 2014

School Admissions Code

Statutory guidance for admission
authorities, governing bodies, local
authorities, schools adjudicators and

Retention Period [Operational]

Life of the policy + 3 years then
review

Date of admission + 1 year

Resolution of case + 1 year

Every entry in the admission

register must be preserved for a
period of three years after the date
on which the entry was made.?

Current year + 1 year

Current year + 1 year

admission appeals panels December 2014

3 School attendance: Departmental advice for maintained schools, academies, independent schools and local authorities October 2014 p6

Action at the end of the administrative life
of the record

SECURE DISPOSAL

SECURE DISPOSAL

SECURE DISPOSAL

REVIEW

Schools may wish to consider keeping the
admission register permanently as often
schools receive enquiries from past pupils to
confirm the dates they attended the school.

SECURE DISPOSAL

SECURE DISPOSAL
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1.3 Admissions Process

Basic file description Data Prot  Statutory Provisions Retention Period [Operational] Action at the end of the admin
Issues of the record

1.3.7  Supplementary Information  Yes
form including additional
information such as religion,
medical conditions etc

For successful admissions This information should be added ~ SECURE DISPOSAL
to the pupil file

For unsuccessful admissions Until appeals process completed SECURE DISPOSAL

Basic file description Data Prot Statutory Retention Period [Operational] Action at the end of the administrative life
Issues Provisions of the record
14.1  General file series No Current year + 5 years then REVIEW SECURE DISPOSAL
14.2  Records relating to the creation and publication ~ No Current year + 3 years STANDARD DISPOSAL

of the school brochure or prospectus

14.3 Records relating to the creation and distribution ~ No Current year + 1 year STANDARD DISPOSAL
of circulars to staff, parents or pupils

144  Newsletters and other items with a short No Current year + 1 year STANDARD DISPOSAL
operational use

14.5  Visitors'Books and Signing in Sheets Yes Current year + 6 years then REVIEW SECURE DISPOSAL

14.6  Records relating to the creation and No Current year + 6 years then REVIEW SECURE DISPOSAL
management of Parent Teacher Associations
and/or Old Pupils Associations
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2. Human Resources

This section deals with all matters of Human Resources management within the school.

2.1 Recruitment

Basic file description Data Prot  Statutory Retention Period [Operational] Action at the end of the
Issues Provisions administrative life of the record
2.1.1 All'records leading up to the Yes Date of appointment + 6 years SECURE DISPOSAL
appointment of a new headteacher
2.1.2  Allrecords leading up to the Yes Date of appointment of successful candidate + 6 months SECURE DISPOSAL
appointment of a new member of

staff — unsuccessful candidates

2.13  Allrecords leading up to the Yes All the relevant information should be added to the staff SECURE DISPOSAL
appointment of a new member of personal file (see below) and all other information retained for
staff — successful candidate 6 months

2.14  Pre-employment vetting No DBS Update Service  The school does not have to keep copies of DBS certificates. If
information — DBS Checks Employer Guide the school does so the copy must NOT be retained for more
June 2014: Keeping  than 6 months
children safe in

education.
July 2015 (Statutory
Guidance from
Dept. of Education)
Sections 73, 74
2.1.5  Proofs of identity collected as Yes Where possible these should be checked and a note kept
part of the process of checking of what was seen and what has been checked. If it is felt
"portable”enhanced DBS disclosure necessary to keep copy documentation then this should be
placed on the member of staff’s personal file
216  Pre-employment vetting Yes An employer’s Where possible these documents should be added to the
information — Evidence proving guide to right to Staff Personal File [see below], but if they are kept separately
the right to work in the United work checks [Home  then the Home Office requires that the documents are kept

Kingdom?* Office May 2015]

for termination of Employment plus not less than two years
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Basic file description Data Prot  Statutory Prov Retention Period [Operational] Action at the end of the administrative

Issues life of the record
2.2.1  Staff Personal File Yes Limitation Act 1980 (Section 2) Termination of Employment + 6 years SECURE DISPOSAL
222 .............. Tmesheets\(esCurremyear6yearsSECURED|SPQSA|_ ...................................................................................................
223Annua|appra|sa|/yesCurremyear5yearsSECURED|SPQSA|_ ...................................................................................................

assessment records

2.3 Management of ary and Grievance Processes
Basic file description Data Prot  Statutory Provisions Retention Period [Operational] Action at the end of the administrative
Issues life of the record
2.3.1  Allegation of a child Yes “Keeping children safe in education Until the person’s normal retirement SECURE DISPOSAL
protection nature against a Statutory guidance for schools and age or 10 years from the date of the These records must be shredded
member of staff including colleges March 2015, “Working together  allegation whichever is the longer then
where the allegation is to safeguard children. A guide to REVIEW. Note allegations that are found
unfounded?® inter-agency working to safeguard and to be malicious should be removed from
promote the welfare of children March personnel files. If found they are to be
2015" kept on the file and a copy provided to

the person concerned

2.3.2  Disciplinary Proceedings Yes

oral warning Date of warning® + 6 months
Date of warning + 6 months SECURE DISPOSAL
............................................................................................................................................................................ [|fwarnings are p|aced on personal ﬁles
written warning - level 2 Date of warning + 12 months then they must be weeded from the file]

Date of warning + 18 months

case not found fthe incident is child protection related ~ SECURE DISPOSAL
then see above otherwise dispose of at
the conclusion of the case
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2.4 Health and Safety

sic file description Data Prot  Statutory Provis Retention Period [Operational] Action at the end of the
Issues administrative life of the record

24.1  Health and Safety Policy No Life of policy + 3 years SECURE DISPOSAL
Statements

24.2 Health and Safety Risk No Life of risk assessment + 3 years SECURE DISPOSAL
Assessments

243 Records relating to accident/ Yes Date of incident + 12 years SECURE DISPOSAL
injury at work In the case of serious accidents a
further retention period will need to
be applied

244  Accident Reporting Yes Social Security (Claims and Payments) Regulations
1979 Regulation 25. Social Security Administration
Act 1992 Section 8. Limitation Act 1980

Children DOB of the child + 25 years SECURE DISPOSAL

245 Control of Substances No Control of Substances Hazardous to Health Current year + 40 years SECURE DISPOSAL
Hazardous to Health (COSHH) Regulations 2002. SI 2002 No 2677 Regulation
11; Records kept under the 1994 and 1999
Regulations to be kept as if the 2002 Regulations
had not been made. Regulation 18 (2)

246  Process of monitoring of areas  No Control of Asbestos at Work Regulations 2012 Sl Last action + 40 years SECURE DISPOSAL
where employees and persons 1012 No 632 Regulation 19
are likely to have become in
contact with asbestos

24.7  Process of monitoring of areas  No Last action + 50 years SECURE DISPOSAL
where employees and persons
are likely to have become in
contact with radiation

4 Employers are required to take a“clear copy” of the documents which they are shown as part of this process
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2.5 Payroll and Pensions

Retention Period [Operational] Action at the end of the administrative life

Basic file description Data Prot  Statutory Provisions
of the record

Issues

2.5.1  Maternity pay records Yes Statutory Maternity Pay (General) Current year + 3 years SECURE DISPOSAL

Regulations 1986 (S11986/1960),
revised 1999 (S11999/567)

2.52  Records held under Retirement  Yes Current year + 6 years SECURE DISPOSAL
Benefits Schemes (Information
Powers) Regulations 1995

3. Financial Management of the School

This section deals with all aspects of the financial management of the school including the administration of school meals.

3.1 Risk Management and Insurance
Action at the end of the

Data Prot  Statutory Provisions Retention Period [Operational]
administrative life of the record

Issues

Basic file description

Closure of the school + 40 years SECURE DISPOSAL

3.1.1  Employer’s Liability Insurance No
Certificate

3.2 Asset Management

Action at the end of the

Basic file description Data Prot  Statutory Provisions
Issues administrative life of the record
3.2.1 Inventories of furniture and No Current year + 6 years SECURE DISPOSAL
equipment
Current year + 6 years SECURE DISPOSAL

3.2.2  Burglary, theft and vandalism No
report forms

above. If the disciplinary proceedings relate to a child protection

to child protection issues s

Where the warning rela
r Safeguarding Children Officer for further advice

y on Child Sexual Abuse was beginning. In light of this, it is recommended 6
matter please contact you

as the Independent Inquir
pleted. This section will then be reviewed again to

5 This review took place
that all records relating to child abuse are retained until the Inquiry is com
take into account any recommendations the Inquiry might make concerning record retention
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3.3 Accounts and Statements including Budget Management

Basic file description Data Prot Statutory Retention Period [Operational] Action at the end of the
Issues Provisions administrative life of the record
331 Annual Accounts No Current year + 6 years STANDARD DISPOSAL
332  Loansand grants managed by the school  No Date of last payment on the loan + 12 years then REVIEW SECURE DISPOSAL
333  Student Grant applications Yes Current year + 3 years SECURE DISPOSAL
334  Allrecords relating to the creation and No Life of the budget + 3 years SECURE DISPOSAL
management of budgets including
the Annual Budget statement and
background papers
335  Invoices, receipts, order books and o Current financial year + 6 years SECURE DISPOSAL
requisitions, delivery notices
336  Records relating to the collection and o Current financial year + 6 years SECURE DISPOSAL
banking of monies
33.7  Records relating to the identification and o Current financial year + 6 years SECURE DISPOSAL

collection of debt

Data Prot
Issues

Basic file description Statutory

Provisions

Action at the end of the
administrative life of the record

tion Period [Operational]

Limitation
Act 1980

34.1  Allrecords relating to the management of  No
contracts under seal

34.2  Allrecords relating to the management of  No Limitation
contracts under signature Act 1980
343  Records relating to the monitoring of No

contracts

Last payment on the contract + 12 years SECURE DISPOSAL
Last payment on the contract + 6 years SECURE DISPOSAL
Current year + 2 years SECURE DISPOSAL




image17.png
3.5 School Fund

Basic file description Data Prot Statuto Retention Period [Operational] Action at the end of the
Issues Provisions administrative life of the record

35.1  School Fund - Cheque books No Current year + 6 years SECURE DISPOSAL
3.55_SChOO|Fund_PaymgmbOOkS .................................................. NO ........................................................................................... C Urremyear6years ..................................................................................................................................................... 5 ECURED|SPOSA|_ ............................................................
3~5;Hgghﬁo&gdnﬁdﬁ_ﬁieﬁdﬁgﬁe; ............................................................... NOWWchrre;]i;ear*ége;rsmm”m”H”HSI;(EUIQI;DBIDE)S*AHL ...................................................
354 SchoolFund-Imvoices N Currentyear+6years — SECUREDISPOSAL

355  School Fund - Receipts No Current year + 6 years SECURE DISPOSAL
3ﬂ5gMéghuoﬁo];Jnﬁdﬁ_ﬁgﬁa;]&;t;tﬁe}ﬁén}sﬁ ....................................... NOWWﬁcurre;]tmgearg;e;rsww””HHHHHSI;C;UI%I;DISIDE)SHAHL ....................................................

Data Prot Statuto

Action at the end of the

Issues Provisions administrative life of the record
36.1  Free School Meals Registers Yes Current year + 6 years SECURE DISPOSAL
:9,62échgo]MeHa|sée§,s;ér5HH”m”YesWWHCurre%{;ear*_o;;e;rs ................................................................................................................................ 5 E(}UéEﬁngbg*AmL ...................................................
363 School Meals Summary Sheets | N Currentyear+3years ~ SECUREDISPOSAL
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4. Property Management

This section covers the management of buildings and property.

4.1 Property Management

Basic file description Data Prot Statutory Retention Period [Operational] Action at the end of the
Issues Provisions administrative life of the record

4.1.1  Title deeds of properties belonging to the school  No PERMANENT
These should follow the property unless the property
has been registered with the Land Registry

4.1.2  Plans of property belong to the school No These should be retained whilst the building belongs
to the school and should be passed onto any new
owners if the building is leased or sold.

Records relating to the letting of school premises  No Current financial year + 6 years SECURE DISPOSAL

4.2 Maintenance

Basic file description Data Prot Statutory Retention Period [Operational] Action at the end of the
Issues Provisions administrative life of the record

42.1  Allrecords relating to the maintenance of the No Current year + 6 years SECURE DISPOSAL
school carried out by contractors

422  Allrecords relating to the maintenance of No Current year + 6 years SECURE DISPOSAL
the school carried out by school employees
including maintenance log books
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5. Pupil Management

This section includes all records which are created during the time a pupil spends at the school. For information about accident reporting see under Health and Safety above.

5.1 Pupil’s Educational Record

Basic file description Data Prot  Statutory Provis Retention Period Action at the end of the administrative life of the recor
Issues [Operational]
5.1.1  Pupil's Educational Record required  Yes The Education
by The Education (Pupil Information) (Pupil Information)
(England) Regulations 2005 (England) Regulations
2005 SI 2005 No. 1437
Primary Retain whilst the child The file should follow the pupil when he/she leaves the primary
remains at the primary school. This will include:
school - to another primary school

- toasecondary school

- toa pupil referral unit

- If the pupil dies whilst at primary school the file should be
returned to the Local Authority to be retained for the statutory
retention period.

If the pupil transfers to an independent school, transfers to home

schooling or leaves the country the file should be returned to the

Local Authority to be retained for the statutory retention period.

Primary Schools do not ordinarily have sufficient storage space to

store records for pupils who have not transferred in the normal

way. It makes more sense to transfer the record to the Local

Authority as it is more likely that the pupil will request the record

from the Local Authority

Secondary Limitation Act 1980 Date of Birth of the pupil ~ SECURE DISPOSAL
(Section 2) + 25 years

5.1.2  Examination Results — Pupil Copies Yes

Public This information should All uncollected certificates should be returned to the
be added to the pupil file  examination board.
Internal This information should

be added to the pupil file
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5.1 Pupil’s Educational Record

Child protection information held in

514

Basic file description

Data Prot
Issues

Statutory Provis

Retention Period Action at the end of the administrative life of the recor

[Operational]

This review took place as the Independent Inquiry on Child Sexual Abuse was beginning. In light of this, it is recommended that all records relating to child
abuse are retained until the Inquiry is completed. This section will then be reviewed again to take into account any recommendations the Inquiry might

make concerning record retention

Child Protection information held on

pupil file

separate files

Yes

"Keeping children
safe in education
Statutory guidance
for schools and
colleges March 2015"
"Working together to
safeguard children. A
guide to inter-agency
working to safeguard
and promote the
welfare of children
March 2015"

"Keeping children
safe in education
Statutory guidance
for schools and
colleges March 2015"
"Working together to
safeguard children. A
guide to inter-agency
working to safeguard
and promote the
welfare of children

If any records relating to SECURE DISPOSAL - these records MUST be shredded
child protection issues

are placed on the pupll

file, it should be in a

sealed envelope and then

retained for the same

period of time as the

pupil file.

DOB of the child + 25 SECURE DISPOSAL - these records MUST be shredded
years then review

This retention period was
agreed in consultation
with the Safeguarding
Children Group on the
understanding that the
principal copy of this
information will be found
on the Local Authority
Social Services record

March 2015"

Retention periods relating to allegations made against adults can be found in the Human Resources section of this retention schedule.
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5.2 Attendance

Basic file description Data Prot  Statutory Prov Retention Period [Operational] Action at the end of the
Issues administrative life of the record
52.1 Attendance Registers Yes School attendance: Departmental advice for Every entry in the attendance SECURE DISPOSAL
maintained schools, academies, independent register must be preserved for a
schools and local authorities period of three years after the date
October 2014 on which the entry was made.
5.2.2  Correspondence relating to Education Act 1996 Section 7 Current academic year + 2 years SECURE DISPOSAL

authorized absence

Basic file description Data Prot  Statutory Provision Retention Period Action at the end of the administrative life of the record
Issues [Operational]
531 Special Educational Needs  Yes Limitation Act 1980 Date of Birth of the pupil +  REVIEW
files, reviews and Individual (Section 2) 25 years NOTE: This retention period is the minimum retention period that any
Education Plans pupil file should be kept. Some authorities choose to keep SEN files for

a longer period of time to defend themselves in a “failure to provide a
sufficient education” case. There is an element of business risk analysis
involved in any decision to keep the records longer than the minimum
retention period and this should be documented.

532 Statement maintained Yes Education Act 1996 Date of birth of the pupil SECURE DISPOSAL unless the document is subject to a legal hold
under section 234 of the Special Educational + 25 years [This would
Education Act 1990 and Needs and Disability ~ normally be retained on
any amendments made to Act 2001 Section 1 the pupil file]

the statement

533 Advice and information Yes Special Educational Date of birth of the pupil SECURE DISPOSAL unless the document is subject to a legal hold
provided to parents Needs and Disability ~ + 25 years [This would
regarding educational Act 2001 Section 2 normally be retained on
needs the pupil file]

534 Accessibility Strategy Yes Special Educational Date of birth of the pupil SECURE DISPOSAL unless the document is subject to a legal hold

Needs and Disability ~ + 25 years [This would
Act 2001 Section 14 normally be retained on
the pupil file]
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6. Curriculum Management

ics and Management Information

Data Prot
Issues

Basic file description Statutory

Provisions

Action at the end of the
administrative life of the record

Retention Period [Operational]

6.1.1 Curriculum returns No Current year + 3 years SECURE DISPOSAL
6.1.2 Examination Results Yes Current year + 6 years SECURE DISPOSAL
(Schools Copy)
SATS records - Yes
Results The SATS results should be recorded on the pupil’s educational file and will SECURE DISPOSAL
therefore be retained until the pupil reaches the age of 25 years.
The school may wish to keep a composite record of all the whole year SATs results.
These could be kept for current year + 6 years to allow suitable comparison
Examination Papers The examination papers should be kept until any appeals/validation process is SECURE DISPOSAL
complete
6.1.3 Published Admission Yes Current year + 6 years SECURE DISPOSAL
Number (PAN) Reports
6.14 Value Added and Yes Current year + 6 years SECURE DISPOSAL
Contextual Data
6.1.5 Self Evaluation Forms  Yes Current year + 6 years SECURE DISPOSAL
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6.2 Implementation of Curriculum

Basic file description Data Prot  Statutory  Retention Period [Operational] Action at the end of the administrative life of the
Issues Provisions record
6.2.1 Schemes of Work No Current year + 1 year
6.2.2 Timetable No Current year + 1 year
623 Class Record Books No Cuf e + 1yl It may be appropriate to review these rec.ords at. the end
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA of each year and allocate a further retention period or
624  Mark Books No Current year + 1 year SECURE DISPOSAL
set
6.2.6 Pupils’"Work No Where possible pupils’work should be returned to the SECURE DISPOSAL

pupil at the end of the academic year if this is not the
school’s policy then current year + 1 year
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7. Extra Curricular Activities

outside the Classroom

Basic file description Data Prot  Statutory Provisions Retention Period [Operational] Action at the end of the
Issues administrative life of the record
7.0 Records created by schools No Outdoor Education Advisers'Panel National Date of visit + 14 years SECURE DISPOSAL
to obtain approval to run an Guidance website http://oeapng.info specifically
Educational Visit outside the Section 3 -“Legal Framework and Employer
Classroom — Primary Schools Systems”and Section 4 - “Good Practice’”.
712 Records created by schools No Outdoor Education Advisers'Panel National Date of visit + 10 years SECURE DISPOSAL
to obtain approval to run an Guidance website http://oeapng.info specifically
Educational Visit outside the Section 3 -“Legal Framework and Employer
Classroom — Secondary Schools Systems”and Section 4 - "Good Practice’”.
713 Parental consent forms for school  Yes Conclusion of the trip Although the consent forms
trips where there has been no could be retained for DOB + 22
major incident years, the requirement for them

being needed is low and most
schools do not have the storage
capacity to retain every single
consent form issued by the
school for this period of time.

7.14 Parental permission slips for Yes Limitation Act 1980 (Section 2) DOB of the pupil involved in the
school trips — where there has incident + 25 years
been a major incident The permission slips for all the

pupils on the trip need to be
retained to show that the rules
had been followed for all pupils
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Basic file Data Prot Statutory Retention Period [Operational] Action at the end of the administrative

description Issues Provisions life of the record
7.2 Walking Bus Yes Date of register + 3 years SECURE DISPOSAL
Registers This takes into account the fact that if there is an incident requiring an [If these records are retained
accident report the register will be submitted with the accident report and electronically any back up copies should
kept for the period of time required for accident reporting be destroyed at the same time]

Basic file description DataProt  Statutory  Retention Period [Operational] Action at the end of the administrative
Issues Provisions life of the record
7.3.1 Day Books Yes Current year + 2 years then review
732 Reports for outside agencies - where the report  Yes Whilst child is attending school and then destroy

has been included on the case file created by
the outside agency

734 Contact data sheets Yes Current year then review, if contact is no longer
active then destroy

735 Contact database entries Yes Current year then review, if contact is no longer
active then destroy

736 Group Registers Yes Current year + 2 years
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8. Central Government and Local Authority

This section covers records created in the course of interaction between the school and the local authority.

Retention Period [Operational] Action at the end of the
Provisions administrative life of the record
8.1.1 Secondary Transfer Sheets (Primary) Yes Current year + 2 years SECURE DISPOSAL
8.1.2 Attendance Returns Yes Current year + 1 year SECURE DISPOSAL
813 School Census Returns No Current year + 5 years SECURE DISPOSAL
8.14 Circulars and other information sent from the No Operational use SECURE DISPOSAL
Local Authority

Data Prot Issues Statutory Retention Period [Operational] Action at the end of the
Provisions administrative life of the record
8.2.1 OFSTED reports and papers No Life of the report then REVIEW SECURE DISPOSAL
822 .................... Retumsmademcentralgovemment .............................................................. NoCurrentyear+6year55ECURED|SPOSA|_ ........................................................................
823 ............... d r,Cl.JlarSa,n,d,Other.l;n;O,rmatK;r;;e.ntﬁo.”;;éntral ............ N,o.,-,-,-,---,-,-,-,---,--,-b.peratl,o;];luse-,“-,,,-S.ECU.R,E,D]SPO.SAI: ......................................................

government
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